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#0O O NginxO O O

# O apache
apt purge apache2 apache2-bin apache2-data apache2-utilsi

#00NginxOO OO

apt -y install curl gnupg2 ca-certificates 1lsb-release debian-archive-
keyring

# 0O

apt -y install nginx

# 0O

systemctl start nginx

systemctl enable nginx

#0 0O D0OO00O localhostOipOd OO
http://127.0.0.1/

apt -y install php php-fpm
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grep '“listen =' /etc/php/*/fpm/pool.d/www.conf
#0000sockD000DDOOOODODOSsSockOO

listen = /run/php/php*-fpm.sock

#OOOOIP:port DLOOOOOOOIPOMO

listen = 127.0.0.1:9000

# nginxO ffastcgi pass "<listen>" O 0O0O0O[QsockOOOunix:
fastcgi_pass unix:/run/php/php8.4-fpm.sock
fastcgi_pass 127.0.0.1:9000

#00000000
sudo rm -f /etc/nginx/sites-enabled/*
#0 OO DOODO httpdO80000OhttpsO 04430 0
sudo tee /etc/nginx/conf.d/default.conf <<-'EOF'
server
listen [::]1:80; # IPv6
listen 80
server name localhost
# Redirect all HTTP requests to HTTPS with a 301 Moved Permanently
response.
location /
# $hostO OO 0OHostOO$request uriDO OO OO0
return 301 https://$host$request uri

EOF

sudo vi /etc/nginx/conf.d/default.conf

server
listen ::1:433 ssl http2; # IPv6
listen 433 ssl http2

server name localhost

#0000000000

ssl certificate /etc/nginx/conf.d/cert/localhost.pem
#000000000000

ssl certificate key /etc/nginx/conf.d/cert/localhost.key

root /var/www/html
location /
index index.php index.html index.htm

location .php$
root /var/www/html
fastcgi_pass <listen>
fastcgi_index index.php
fastcgi_param SCRIPT FILENAME
$document root$fastcgi script name
fastcgi params

# error _page 404 /404.html;
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error_page 500 502 503 504 /50x.html
location = /50x.html
root /usr/share/nginx/html

vi /etc/nginx/nginx.conf

#0 include /etc/nginx/sites-enabled/* OO
# include /etc/nginx/sites-enabled/*
O'esc 0000 :wg OO

oooooon
#1O0O0O0Od

nginx -t

#1000 0 okO successful

#nginx: the configuration file /etc/nginx/nginx.conf syntax 1is ok
#nginx: configuration file /etc/nginx/nginx.conf test is successful
#1 0O

sudo systemctl restart nginx

#U O OO0 O

sudo vi /etc/nginx/nginx.conf

#0 location /OO0 O000DODOOODOO

if (-f $request filename/index.html
rewrite (.*) $1/index.html break

if (-f $request filename/index.php
rewrite (.*) $1/index.php

if (!-f $request filename
rewrite (.*) /index.php

#1 0O

sudo systemctl restart nginx
#1OOOOOOO

Nginx: /usr/share/nginx/html
Apache: /var/www/html

NginxOOOOOODOOOO /var/log/nginx/[]
NginxO OO OO OOO/etc/nginx/nginx.conf[]
NginxO O OO /etc/nginx/conf.d0 00000 .confOODODOOODOOOD

SSL

goooo

apt -y install openssl
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openssl req -x509 -nodes -days 365 -newkey rsa:2048 \
-keyout localhost.key \
-out localhost.pem \
-subj "/C=CN/ST=Beijing/L=Beijing/0=My0Org/CN=1ocalhost"

Xx50900 000000000 CSRY

-nodesJ0 00 O0O[0Nginx DO OO0 OODOODO
-days 36500 00 36500000

-newkey rsa:2048[]0 0 2048 0 RSA O O

-keyout localhost.keylOD OO O OO

-out localhost.pemJ0 00 OO0 OQOPEM OO O
-subj “..‘00 0000000000000
-subj0 0000000000

ot oooo
CODOD200[]CN

ST O O Beijing

L OO Dongcheng
ooo/od MyCompany

CNODODDOOODOOoOOOOoood IP]localhost O 127.0.0.1

chmod 600 localhost.key

chmod 644 localhost.pem

mkdir /etc/nginx/conf.d/cert

mv localhost.* /etc/nginx/conf.d/cert/

OO0o0oSSLOO00O00oOO0opoooOo* 000" Jood0ob0oO0o0oo0o0oo00oDbOoooOooDooo
OO00000O000O0booO0obO00ooO0ooooOoooO0boU0DOOo cApoboobooooog

Chrome/EdgelC 000000 OO -* 0000O0ODOOOO”
00000000000 gthisisunsafe Q0000000000

FirefoxQOO “ OO -*“ 000O0O0OO”
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#1 OnginxOO OO OO0ODO QO Onginx.confd O
nginx -t

#OOODOOODOOOcert

mkdir /etc/nginx/conf.d/cert
#0O0O0DODOOOODOoOONginkDOOooooo
mv localhost_nginx.zip /etc/nginx/conf.d/cert/
# 0O

unzip /etc/nginx/conf.d/cert/localhost_nginx.zip
#1 0O

vi /etc/nginx/conf.d/default.conf

O O default.confO O

listen 443 ssl;

#l0oooooooo

ssl certificate /etc/nginx/conf.d/cert/localhost.pem;

#lddoodooooooa

ssl certificate key /etc/nginx/conf.d/cert/localhost.key;

#1O0O0O
ssl session cache shared:SSL:1m;
ssl session timeout 5m;

#00000000TLSOO0DOO0O0OO0ODOO0DOO0OO0OO0ODOO0ODOOOOO0ODbDOOOODOOn

#TLSOODOOOQHTTPSODOODOOOOODOOODOODOOODOTLSODODOOODOTLSODOOOOoDOO

doogogo
ssl ciphers ECDHE-RSA-AES128-GCM-

SHA256: ECDHE : ECDH: AES:HIGH: 'NULL: 'aNULL: !IMD5: 'ADH: !RC4;

ssl protocols TLSv1l.1 TLSv1.2 TLSvl.3;
#0000 ououuog
ssl prefer server ciphers on;

O'escO00O0 :wq OO
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